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Abstract

Hyper-volumetric Distributed Denial of Service (DDoS) attacks have grown significantly in frequency and
intensity, especially in high-speed network and cloud environments, overwhelming conventional intrusion
detection systems. Deep learning (DL) provides adaptive and high-capacity models capable of recognizing
complex traffic patterns, offering superior performance for DDoS detection compared with traditional
methods. This paper proposes an adaptive deep learning-based framework for real-time detection of hyper-
volumetric DDoS attacks in cloud and high-speed networks. The architecture integrates multivariate time-
series modeling with GPU-accelerated deep neural networks to achieve high accuracy and low latency,
validated through experiments using realistic high-volume data streams and benchmark traffic datasets.
Results demonstrate that temporal models such as Long Short-Term Memory (LSTM) networks and
Temporal Convolutional Networks (TCNSs) can reliably detect and classify attacks under dynamic conditions.

The study also examines feature importance using SHAP values to optimize performance and interpretability.

1. Introduction

Modern network infrastructures—including cloud systems and high-speed backbone links—face increasing
threats from hyper-volumetric DDoS attacks that can exceed terabit traffic levels. These attacks degrade
service availability and circumvent signature-based defenses due to their evolving nature [1], [2]. Traditional
machine learning techniques often rely on manual feature engineering and lack adaptability under high-speed
environments [3], making deep learning techniques appealing for real-time network security monitoring.
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Deep learning models can automatically extract hierarchical and temporal features from raw traffic, enabling
them to generalize better to new and complex DDoS patterns [4]. However, integrating these models into

high-speed detection systems poses challenges in real-time inference and scalability.
2. Related Work

Recent research highlights the deployment of deep learning models for DDoS detection. Hernandez et al.
proposed GPU-accelerated deep learning for real-time DDoS detection by transforming raw packet data into
multivariate time series, using models such as TCNs, LSTMs, and Transformers [1]. Their approach
demonstrated that deep neural networks could effectively classify complex attack patterns while maintaining

low latency.

Another study used deep reinforcement learning (DRL) for cloud-based intrusion detection, achieving high

detection accuracy and real-time deployment suitability through sophisticated feature selection [2].

Hybrid deep learning models have also been applied to network security domains, such as VANETS,

indicating the growing trend of incorporating temporal and spatial features in DDoS detection frameworks

[5].
3. Problem Definition

Hyper-volumetric DDoS attacks generate massive traffic surges, particularly in cloud and high-speed

networks, creating two main challenges:

1. Real-Time Detection: The detection mechanisms must process large traffic streams and produce
timely attack alerts.
2. Adaptive Modeling: The detection models need to adapt to evolving attack patterns and discriminate

between benign and malicious traffic under variable conditions.

This research addresses these through a deep learning framework that combines temporal modeling with

optimized feature processing to achieve accurate and real-time detection.

240
©@2026, IRJEDT www.irjweb.com Volume: 09 Issue: 06 | June-2026



1

IRJEAT

International Research Journal of Education and Technology
Peer Reviewed Journal
ISSN 2581-7795

4. Proposed Adaptive Deep Learning Framework

The proposed architecture includes three main layers:

1. Hardware-Accelerated Preprocessing: Packet headers are processed using sketch-based and hardware
acceleration techniques to extract summary statistics with minimal latency [1].

2. GPU-Accelerated Deep Learning Layer: Preprocessed traffic statistics are formatted into multivariate
time series and fed into deep learning models such as TCNs and LSTMs that capture temporal
dependencies.

3. Adaptive Inference Module: Utilizes SHAP (SHapley Additive exPlanations) to interpret model

predictions and optimize feature sets to enhance performance without sacrificing accuracy [1].

This layered design ensures that data can be processed at high throughputs while facilitating adaptive

learning and interpretation.

5. Deep Learning Models for DDoS Detection

5.1 Temporal Convolutional Networks (TCN)

TCNs are specialized convolutional architectures that process sequential data and capture temporal
correlations. Their structure enables parallel sequence processing, improving detection latency in high-speed

networks.
5.2 Long Short-Term Memory (LSTM)

LSTMs are recurrent neural networks capable of learning long-term dependencies in time series, making

them suitable for capturing evolving DDoS traffic patterns.

Both models were evaluated across varied time window configurations to find the optimal balance between

detection accuracy and latency [1].

6. Experimental Evaluation
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6.1 Dataset and Setup

Experiments utilized combined high-volume real traffic traces and benchmark DDoS datasets such as
CICDD0S2019. Traffic sequences were transformed into multivariate time series using sliding time windows
ranging from 1 to 80 seconds [1].

6.2 Metrics
Performance metrics included:

e Accuracy and F1 Score: For classification performance.
e Inference Latency: Time required to detect attacks.

e Feature Interpretability: Using SHAP importance scores to evaluate feature contributions.
6.3 Results Summary

The adaptive framework achieved high F1 scores (greater than 99%) for both anomaly detection and multi-
class classification over several time windows. TCN and LSTM consistently outperformed simpler models,
illustrating deep learning’s ability to adapt to complex temporal traffic patterns [1]. SHAP-based feature
selection optimized model inputs and reduced computational overhead, essential for deployment in real-time

environments.
7. Discussion

The evaluation shows that deep learning techniques can effectively detect DDoS attacks in high-speed and
volumetric environments with minimal latency. Temporal models such as TCN and LSTM are preferable to
transformer-based architectures for this scenario due to a balance between accuracy and real-time processing
overhead [1].

Adaptive feature optimization using SHAP enhances interpretability and supports efficient deployment.
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8. Conclusion

This research demonstrates that adaptive deep learning models are well suited for real-time detection of
hyper-volumetric DDoS attacks in cloud and high-speed networks. The proposed framework integrates
hardware acceleration, GPU-based processing, temporal modeling, and feature interpretability to deliver high
performance and scalability. Future work can extend this framework with federated learning or reinforcement

learning for distributed real-time detection across multi-domain networks.
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